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Keeping a Healthcare Organization’s data safe is a daily task that goes far 

beyond HIPAA compliance requirements. Operating a secure file transfer server 

(SFTP, MFT, EFT) is not enough, more challenges arise on a daily basis from the 

chosen infrastructure and architecture design. 

For example, we know that according to the HIPAA regulation, personal health 

information cannot be stored in the DMZ. The architectural solution proposed 

by most competitors is a reverse-proxy in the DMZ that passes data through to 

the real SFTP server which resides in the internal network. 
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The solution above is not only inefficient, but also potentially slower and weak 

towards inside attacks. It basically assumes that an attacker can only come 

from the outside (“dirty”) Internet, while most attacks are in fact perpetrated 

by unfaithful employees. 

Syncplify.me Server!’s Virtual File System (VFS), instead, allows the operation 

of the SFTP server directly inside the DMZ, thus avoiding the whole SFTP-to-

SFTP proxying, and the storage of data in a protected part of the network 

accessed over UNC paths via impersonation. 
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This way, should the SFTP server stop/crash or be otherwise compromised, all 

data stored in the VFS becomes immediately inaccessible, keeping patents’ 

data safe without the overload caused by an SFTP reverse-proxy. 
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